102 EHHIN IRES AL E 5

102 =
I%%J}\DBJJ‘Z
nes afl) N0 Ay W 74 =2

2013 Human Trafficking Conference & Workshop

L B N O B BN BN BN BN BN B BN OB A B O
L B IR O BN BN BN BN BN BN BN BN B OB N N ]

e 00O 0PSO PR OOSOOIOPOOROOIOTROTS
oo 90O PO PRORTS

= Hf :

ith = ollMEEXREB2EER1E

EMEL : AEBALERBRES -
ZEEIZETRRIES - ZEECHE

Date : 2013, July 29-30

Place : Howard Plaza B2 Banquet Halls (I)

Hosted by : Taiwan National Immigration Agency (NIA)
ICE Homeland Security Investigations (HSI)
American Institute in Taiwan (AIT)

AMERICAN
/ INSTITUTE IN
/ Tawan
I Ilzmecoce




102 EBAIN OB Z ST TS

R 2
Origin
102 & ] A ¢ B335 RFEY 3 B R 3

Human Trafficking Conference & Workshop Agenda

Class Session 1 A T Bx 38 A B L IT . . 6
Class Session 1 Human Trafficking Investigation Techniques

Class Session2 " A T pRi@iAg T A S ¢ ety 258 L 14
Class Session 2 Victim Centered Approach to Trafficking

Class Session 3 Je & J° B 2 A U R3E e 48
Class Session 3 Cyber / Child Exploitation & Trafficking

Class Session4 t R % > B /X 2 A A vERFRXEAEY end d ... ... 76

Class Session 4Trafficking Victims Perspective

FAA T ERE RN B R AT R D 94
Investigation & Prosecution of Human Trafficking Cases in Taiwan

f_%k IRl Al P il P A s 116
Taiwan’s Human Trafficking Prevention Law

S e 1 3 136
e o 2 R e 142
MRz ATEERTIAZGNATEERTAZE TR E RN 144
MR A T R AE R R AR 146
I Gl o D i 20 149
S e e O I 150
I I 153



102 FEFFHIN [TIREZ ST EE
% A=

ACpEE PR Y R E G HR A RS R g o R E

£XF 60 53 80 4 ArvEESOPREYE BIEENT 130
L4030 e od A T ERIFES 22H - RRMA M2 E A D
A v R B o  BRATCEES ARSI ARDE R A

s

SLERGER-R Bt B AR TN 5 Sib BE S R F SR T L
AJr BB~ A T pRiE T%‘qu&%i"%’if%é;ékvﬁﬁ‘ P PR - 8 E B

SN

35%]”' B > %72 At B B:E 722 fan]z& BriE o Y A REG T A B
ek e AP FINEERMLEY > FrEE T AR T RERD 0 K
ELiMEA R TR EBECT 1PN FLACEERGNE > L EINES E
PAHGEFEAII 0T B FA 7 (Prosecution) ~ #%# (Protection) ~ 3 &
(Prevention) ~ ®"% 2 in#2 & 1% (Partnership) 2z T4P, BRI X k6 » >
AN ERAA v EIFEL iF o

AR A AT EEER L SERNE Y 4 o 2 LA & 2010
2011+2012 2 2013 # % WAL F 2 A v 4R 2 ¢ @ 4 #4075 2 okh

"=

E2 5 1 @\@Z]ﬁ,ﬁ)‘%ig‘#ﬁfﬁﬁ‘lm‘,r {,ﬁu/f/\rg} ik oo o~ R E

BARFFe A (102) #67 DPHHLS I HFIBINEP A v L FHT
Wﬁ’$4rﬂﬁiﬁ§&‘?ﬁ&ﬁ%Jmiﬁﬁﬁd’uﬁ“?ﬁJWA

ﬁi%%%ﬁ:é%ﬁi@zﬁﬁg%’ipﬁgﬁﬁiﬁwii

B (ICE) &% % 3 ﬁﬂpkﬁf‘qﬂwwﬁcj@hﬁgaffé

f?E%P’wﬁm"’Hiﬁﬂéﬂgéﬁfﬁgagg,v%
La

L:
AEERAFFH LT HF ST R EACEFEFORY B o




102 EBAIN OB Z ST TS

HE:102 £7 B 29 H(EH—)

pEF T

#AZRN F

08:30-09:00

Registration & f #F 7|

EH B

Welcome Introduction by NIA Director-General, AIT Director Christopher &

HSI Wally Tsui
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Class Session 1

09:30-10:30 | Human Trafficking Investigation Techniques éii}s)M Davidson
LR A T o
10:30-10:45 Coffee Break % 4%

Class Session 2 (HSI)
10:45-11:45 | Victim Centered Approach to Trafficking Wally Tsui &
11:45-13:15 Lunch = %

Class Session 3 (HSI)
13:15-14:15 | Cyber / Child Exploitation & Trafficking Melissa M. Coffey
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Class Session 4 DS/RSO
14:15-15:15 | DS/RSO Role in Trafficking Investigations f)aniel E. Vg/estlake

N F 2R/ DERACEFEEERLY LS
15:15-15:30 Coffee Break % 4t

Class Session 5
15:30-16:30 | Trafficking Victims Perspective AT REEART A
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16:30~ Wrap-up R i
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08:45-09:00 Reporting / Registration 5§ f 3F I

Investigation & Prosecution of Human Traffickin

- | pme ks

09:00-10:00 | Cases in Taiwan e

:g._?f/\r'?} FxEMHEAFED RO
10:00-10:15 Coffee Break % 4x

Taiwan’s Human Trafficking Prevention Law AT e ¥
10:15-11:15 AT RE AR E L M4 EREE

Workshop Groups & Exercise Explanation (HSI)
11:15-11:45 s ‘,'E_L‘,ﬁ 3‘;3 ;J;b}gg Wally Tsui
11:45-13:15 Lunch = %

Report to Workshop Break-Out Group Exercises

AERY(lEEF-A4RERE

S RERS (HSI)
13:15-14:30 o ..

% - 9.400 Task Force Activity

% = 2-406
14:30-14:45 Coffee Break % 4t

Group 1 Presentation (Sex Trafficking Case ) (HST)
14:45-15:15 w1 s " o iF . .

1 e3Fd (HpiEixid) Dennis M. Davidson

Group 2 Presentation (Labor Trafficking Case) (HST)
15:15'15:45 A5 A pan Ak J r—. .

P QEEFEL (FAPBEEDR) Wally Tsui

Group 3 Presentation (Cyber / Child Exploitation) (HSI)
15:45-16:15 | o 3 dp s (qegr/sag 0)) Melissa M. Coffey

Wrap-up / Photographs
16:15-16:30
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Class Session 1

Human Trafficking Investigation Techniques

AvpEiER AR

HSI
Dennis M. Davidson
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Operational Planning
INSTRUCTIONAL OBJECTIVES

= Practical Considerations:
+ Legal Authority
+ Investigative Approach
+ Preparation
= [nvestigative Methods:
+ |nitiating and Managing Investigations
+ Victims & Witnesses

e + BEvidence & Reporting

@
ﬂ.‘.

- l.,.".. h - . . . .
'_,T“JZMH_TF- Tactical Considerations:

+ Enforcement Actions & Planning

: + Other Important Considerations

+ Elements of Quality Investigations
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HSI1 PRACTICAL

Operational CONSIDERATIONS

Planning

= Legal Authority
+ Prosecutable Case:

« Taiwan: Human Trafficking Prevention and
Control Act of 2009

* Use of Common Law with TIP, CE & FCL
* Prosecutor & Investigator
» Realistic Expectations

+ Non-Prosecutable Case:

j.

Hidden in Plaln Sight » Victim Rescue

Report It 1-866-0HS-2-WCE

= Significant Impact / Disruption
+ Intelligence Caollection / Sharing

. . * Build Partnerships & Awareness
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HSI PRACTICAL
Operational CONSIDERATIONS

Planning

= Legal Authority (cont.)
+ Investigative Approach

m]qg HELD « Victim Centered & Target Driven

AS JAMAICAN = Pro-Active vs. Re-Active
SLAVES? « Task Forces

= Dynamic Problem Solving
= Cautionary Tales
+ Pre-Planning
+ The Investigator's Took Kit

=l ickirg.

e, B
- .__-..:"'lq.
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Operational
Planning
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INVESTIGATION METHODS

= |nitiating & Managing Investigations:
+ Crime Report /Intelligence / Informants
+ Collection of Facts
+ Victim(s) Identiication & Management
= Victim/MWitness Specialists
= Testimony / Medical Treatment

+ Cluality Witnesses & Statements
+ Documentation & Reporting
+ Traditional & Mon-Traditional Ewidence

» Document Ewidence /Digital Evidence /
Photographs / Statements / Financial / Trash
Fulls

* International Assistance
= MLAT /Letters Rogatory / Partnerships

11
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= Everyboddy iml i

TACTICAL
CONSIDERATIONS

* Enforcement Operations & Planning:

+ Safety is Paramount

+ Standardized Operational Plan

= Enforcement Objectives

= Leadership and Roles
= Communication

= Emergency Contingencies

‘-‘_i_}h d -

-

= After the Operation Actiities

= (Other Considerations:
+ Contingencies
+ Training
+ De-Confliction
+ Environment
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Class Session 2

Victim Centered Approach to Trafficking

MATCEERT AL waEy 3N

HSI
Wally Tsui & Sam Tsui
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U.S. Immigration
and Customs
Enforcement
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Wally Tsui
ICE/HSI Hhgr &

Taiwan Human Trafficking
Conference & Workshop

July 29-30, 2013

Victim-Centered Approach

to Trafficking Investigations

By: Wally Tsui
ICE/HSI Special Agent
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Another Way of Doing Justice

(Restorative Justice) By: Barbara Stahura

ioti * Pinned to the
Victims floor of your
remember two bedroom by a
hi ) man’s foot
nings:. anc}.f] watching
as his
Those who help, accomplices
andthose who murder your
— husband and
urt. ft'ape your
- eenage
- Cheryl Ward Kaiser, daughter. ..

Victim

17
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ICE Victim Assistance Program
* Victim-centered approach:

» Assistance providedrealizes
successful investigation &
prosecution of traffickers

» Victims have rights

¢ Both statutory requirements and
humanitarian” principles

* Human trafficking violates civil rights
and human dignity

* |CE has over 300 full-time Victim
Assistance Coordinators (VAC's)

18
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Victim-Centered Approach
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Victim-Centered Approach

* Victims - key to successful
investigation and prosecution

* Stable victims = effective
witnesses

* Social services = stabilize victims

* Law enforcement = ensure that
victims receive the needed
services

19
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Forms of Victim Assistance

* Housing / Shelter

* Food, Clothing, and Basic Needs
* Security

* Transportation

* Medical Care / Forensic Exam

* Psychological Counseling

* Religious Services

* Translation / Interpreter Services
* Special Needs (ie. Sign Language)
* Financial Assistance

* Legal / Immigration Assistance

* Language Classes

* Job Skills Training / Rehabilitation

20
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Expect the Unexpected

Victim Issues:

= Desire to return to trafficker after
rescue

= Desire to return home from the
source of trafficking

Stigma in society / Isolation
Physical safety
Safety of family / loved ones

Personal loss of property, self-
worth, self-respect, dignity.

= Sex addict (Nymphomania)
= Drug addict
= [ abor addict 777 .....maybe

21
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Expect the Unexpected

Victims are individuals, must treat on a
case-by-case basis

Victims respond to trauma differently
May not seem pleasedto be rescued

May not identify selfas a victim
Usually will not speak the truth

Changing stories

DO NOTGETFRUSTRATED!

22



102 FpI A [Tk EZ A E T R

Bz 3 NHEE 2 78

o T4 EFIHATE

* BLREIEBHEET AR

PAEL. R SEREALTE

¢ EWTE RS T RS - )
= SIEE

* BT R A

o ST ORI TSy M E

* RS SRR

How to Deal with Victims

* Secure and comfortable setting
* Explain role of everyone involved

* Be patient, compassionate,
respectful, and non-judgmental

* Assure victims that they did nothing
wrong and are not in trouble

* Awareness of cultural & religious
differences

* Use certified & independent
Interpreters

* Do not use interpreters who know
the victims or are familiar in the
victim's community

23
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HSI Law Enforcement Appearance
Towards Victims

* Appropriate pacing and breaks

Phased interviews

* Presence of investigator of same
gender

* No visible weapons / badges

* No interrogation techniques

24
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Immigration Relief

* Alien victims may not have legal
status and, therefore may be reluctant
to help in the investigation or
prosecution for fear of deportation

* Immigration relief will strengthen the
ability of law enforcementagenciesto
investigate and prosecute cases while
offering protection to victims of such
crimes.

* Provides a mechanismto remain in
the country to assistinan
investigation and/or prosecution of
those who have perpetrated crimes
against them.

25
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Visas
T-Visa U-Visa
. yEmmae v HAES (H] &S -
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Visas
T-Visa U-Visa
* Specifically for * Other crimes (ie.
trafficking victims Rape, domestic
* Must provide violence)
reasonable * Must have suffered
cooperation w/ substantial physical
law enforcement and/or mental
e Must violate U.S abuse from crime
Law on US. soil * Must cooperate &
« R | provide assistance
ecenéyd to law enforcement
ﬁ%ﬁge ii ::Ei?ﬂ’ S investigation and
prosecution

family members

26
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Providing Basic Needs to
Victims

27
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Lodging for Victims

Locate suitable hotel or other lodging
Provide transportation to lodging
Provide security

Provide sufficientrooms to separate
victims

Create victim friendly interview rooms

Make sure you SEPARATE victims &
shakeheads before making final lodging
arrangements

28
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Lodging Options

Home Like Environment

29
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Command Center Setup
Security & Security Detail

30
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Command Center
Track Who is Where/When

31
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Provide Appropriate
Comfortable Clothing

32
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Clothing - (Donations By
NGO’s)
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Feeding 100 Meals (3x’s a day
for 14 days = 4,200 Meals

37
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Al & BERIE

Provide Transportation &
Medical Care

38
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Ensuring Access to Religious
Services

40
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Drunken Master

* Female LURED from Taiwan by advertisement

* Passport & airline ticket seized upon arrival to
U.S. based on deception to obtain a work visa

* Ordered to change into lingerie

* Brought to club immediately that night

* Forced to drink by club customer

* Same customer paid the club for sex

* Female raped by customer the same night

* Wastold that the club was closely knit with
local police, immigration officials and the mafia

* 2 months into her arrival in the U.S.

* Forced to take drugs, assaulted & raped by
different customers repeatedly

41
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Operation Drunken
Master

* Los Angeles County, California, 2005.

* Saturday night at 02:30 am

* Escaped Taiwanese female rescued by a “Jon”
* “Jon" was an elementary classmate in Taiwan.
* Interview conducted at the local police station.

* Female police officer present at all imes during
the interview.

* Food and bathroom breaks provided.

* Temporary housing provided.

* |CE Victim/\Witness Coordinator contacted.
* Medical & Psychological services arranged.

4
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Physical Injuries &
Monitored

43
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Drunken Master

Surveillance for 3 months - Enormous
manpower and investigative techniques utilized

Search Warrant & Arrests made in 6 months
Assets seized (money, house, cars, business)
Over $1,000,000 USD discovered at house

Club owner was an original member of the
United Bamboo Crime Syndicate from Taiwan

Only possible due to the initial care of the
interview with the female victim — 6 Hours.

Technically, female was a suspect who worked
as a prostitute and violated the law.

WHAT WOULD YOU DO IF YOU WERE HER?

45
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Conclusion

Victims are the key to the
successful investigation and
prosecution of traffickers

Victims need to be stable and safe
to be effective withesses

Victims often require social
services to stabilize their existence
and provide them with a safe
environment

Victims may not understand how to
access needed services- it is our
job to ensure that victims receive
he services they need

46
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ICE /HSI B A=
#7a, Bm Y, 58
HAPRIEEB2657222%

Eben Roberts
BB E
Tel: +(852) 2841-2156
eben.s.roberts@ice.dhs.gov

Wally Tsui
alBEE
Tel: +(852) 2841-2403
wally.tsui@ice.dhs.gov

47
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Class Session 3

Cyber / Child Exploitation & Trafficking

PRk Z A v pRiE

HSI
Melissa M. Coffey
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Homeland Security Investigations
Melissa Coffey
Special Agent
Human Trafficking Conference, Taipei, Taiwan
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Homeland Security Investigations (HSI)

Cyber Investigations
Internet Based Child Sexual Exploitation

i
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i -_;':'.-' Laow Peformmoed Soraifiac
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Homeland Security Investigations (HSI)

Internet Technologies
= Newsgroups (1980)

= File Transfer Protocol (1971, 1955)

« InternetRelay Chat (1991) m

- Email (1993) [

= Commercial Websites (1994) m

= InstantMessaging, Chat, Web Camera (1994) L :-'i_'," A SKYDE;
= Bulletin Boards (2001)

 Peerto-Peer (200) @oowe i @xﬁ

- Anonymity Network (2002) BeOff
* Social Networking Sites (2003) m

Y ICE ST
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Traditional Investigative Method

Identify Internet Protocol (IP) Address, Date, Time

!

Identify Crevner of IP Address (Internet Service Provider)

!

Izzue Legal Process to ldentify Costomer

l

Search Law Enforcement Dhatabases for Criminal Background

!

Conduet Surveillance of Suspect Residence

1

Execute Search Warrant at Suspect’s Residence

Y ICE B
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Homeland Security Investigations (HSI)

Case Example: Child Pornography

» In January 2011, HSI San Diego identified an Internet image board sexually

exploiting children
» HSI obtained a federal search warrant for the image board’s content
» The content seized included child pomography files and web accesslog information

» Web accesslogs were reviewed and a userassignedIP address 1745144108 on

16/Jan2011 at 21:26:03 posted images of child pomography to the image board

» Law enforcement identified the same IP address on peer-to-peer networks offening

several files of child pormography for download
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1745144108 | vert amamymous (314.01.84.74]

-IP ﬂﬂtﬁﬁﬁfﬁ%ﬁﬁ%ﬁ& Address lookup

HHiE BB FE P Comeast Cable _ . o
Communications _— e ' '

% achifreepas 174,51 .44, 1060

#1Comcast Cable ,

Communications25 4 HE Hatuork Wiole reaoed
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Homeland Security Investigations (HSI)

Domaln DOSSIer mcesugate domains snd 10 addeessas

dhmiaer OoF p* addiass 174 59 44 108

i may il R # BHE reconds T o DA L

SEEII:hEd DI:ImE_‘Lﬂ_ DI:IEEIEI fl:lf A T —— 4] maresce Sean =2

IP address 174.51.44.108 — B —

(ramer of [P addressis
Comeast Cable Commutications

%,

%

a aar ER AL LD b
Addrass locokup
oo mas Sl Ml O 3 P S - - 1O, e 3 O, S e R el
. LY E T
SEﬁ Ed legal summotls to "'t‘_ adiresras 1 74,.51,44, 1040
Comcast Cable Communications
Network Whols record
L= Jgriad whols.arin.naet sath “n P HET- 1745 1-0-0-1°...

0 %
S,
%

HerEamil n\
T}

% REerprsiwhocis.arin.neacSrascinsc  HET-174-31
pEiasT Calile CoEmunLOabLORE, 0.

LA00 Boshops Gace Biwd
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BRtZEF/EF (HSD

Subscriber Mame:
Service Address:

Telepbane #:
Type of Service:
Accouns Number,
Accound Status;
IF History:
Stert of Service:
IP Assignment:
E-mail User ks:

Method of Peyment:

FEEIE David Moe

DAVID MOE
804 E FAIRMOUNT DR
DENVER, CO 80230

I
High Speed ltemet Servies

Active

See Attached
6262007
Dryramically Assigned

(ANl Comeast nser IDs ead in @cvmenst. pet)
Stsement sent to shove address
(Mo credit card numbers or bask account pumbers on file)

David Mos

Subscriber Mame:
Service Address:

Telepbane &
Type of Service:
Acoount Nember;
Account Status:
IP History:
Stert of Service:
P Assignenent:
E-mail Usser Ids:

Method of Payment:  Stasement sent 10 sbove address

DAVID MOE

8034 E FARMOUNT DR
DENVER, C0 80030
I

High Speed lntemet Service
I
Active

Set Artached

662007

Dymamically Assipned

L
e
- o w—
]

(All Comeast user IDs ead in @eomeast.nef)

(No credit card numbers or bask acconunt pumbers on file)

®ICE -}
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=2 David Moe?

= A5 RE

- FIE SN A AL SRS TR R IE 2
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» EERRI R RIS LT

- EARETSEL EHE

» H19965E » Moel i SREEIRMIH E 7 F B B R 58
=R IR H 5

- 2001 - EIZ gL ER T Bl EamE 2R

YICE .

croomeonl Somafes

Homeland Security Investigations (HSI)
Who is David Moe?

» 43 vears old
* Preschool teacher at prestizious schoolin Denver, Colorado US.A
» Teacher for last 18 vears

= Director of Before and After-School Care
= Sexual preference is 3 yvearsold +

= Bince 1996, Moe kept a journal about hus daily
interactions and physical contact with children in his
care

= 2001 allegation of inappropriate physical contact with a 3 year old girl
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Homeland Security Investigations (HSI)

Search Warrant (July 2012

Law Eefcooomoni Scmaaiec
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BtZ AR (HSI)

#E2F David Moe
201235 B B2
F—F - Frin R E B ERER
BT B ERERR
Eoir  EREREY
20133 HSE—{E RS
REEERERRE R FER A ERIE 3 000 HE R
AEREESE—FEA3000ET
HI15EFE N
2013F0H: H|F
EfFREE17 55
SEE 1) 205 L F R

% ICE

Law Enforcomend Scmantives

Homeland Security Investigations (HSI)

Prosecution of David Moe
Aupust 2012: Charged by Faderal Government

Count One: Distribution of Child Pernography
Count Twe: Receipt of Child Pornographsy
Count Three: Poszassion of Child Pornegraphy

r 2013; Plead Guilty to Count Ones in Plea Asresment

Possazsad 300,000 + images and 13,000 + videes of child pornegraphy
Agread to pay restitution of 33,000 par victim
135 wictims identified

September 2013 Sentencing Schedulad

Government recommends 17.3 vears

Ddmimum sentence 5 years — Maximum sentence 20 years

%ICE

Lew IEedcrcomont. Somaniec
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Homeland Security Investigations (HSI)

Traditional Methods Changed by Proxy Servers

A proxy serveris a server that acts as an intermediary for requests from clients
seeking resources from other servers

Allows the client’s {end user) identity to be masked by making the requestfrom

another computer

ChentEnd USEI\ _‘H/ Destination

Proxy

% ICE S
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Homeland Security Investigations (HSI)

Case Example: Child Exploitation

« Niay 2012: 17 vear old victim walked intelocal police department and reported she was
being extorted on the Internst

+ Suspect recorded victim masturbating on webeam
+ Suspect threatened her to produce more videos

+ When victim told him *no™ he sent the video toher Facebook friends and postediton
multiple pornography websites

+ Victim identified suspect’s:
Facebook page: Lil®%% G¥***
Skypeaccount ; J¥Ees fEess
Yahoo email account: wa****** @wvahoo com

+ Summonses wers sarved on the above accounts for subscriber information

S ICE S
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Bt ZEHER (HS)
W )

From: oytéeeeededfsormed] crg

Ta:

Sewt: Satordey, Jans 1 2012 53733 PA
Subject: &

[HEEHE L PR R RTEFINEE - FERNEN 5
HEE—

[T RV FERE . L ER R H AT BRI = |

[ BIEEE - FEendaure A S BN SR » T Eal S

[oF R R R AR A — T B A g i me |

Pt iod .:_r
Y ICE — h g

Homeland Security Investigations (HSI)

Online Sexual Blackmailing

From: ma%eesesess, Erormadl org

Ta:

Sewt: Satordey, Jooe I, 2012 83733 PN
Sabject: &

“if vou want me to stop posting vourvideo_._vou best show me how to find vou
soyou can do thatlast show youpromised me”™

“if vou don'tTm goingto.. postit in all of the remaining friends in boxes™

“believe me i have enough of the devil inside me to mun your life completely 1
sweat”

"I will take what is left of your miserable Lttle Life™

wouare my whore .

S ICE S
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FAL(E FHEZE A F S H(The Onion Router)
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- SR HL T TORETEHHFEIEHE A
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Homeland Security Investigations (HSI)

Suspect Used The Onion Router

Tor

= Suspect started sending emails to victim usinga TOR email
watFREEEEE Mtommail org
* Local police officer sentcease and desist email to suspect’s TOR email

= Suspectreplied to police officer with screen shots of the video of the
victim {child pornography)

* Local police requested assistance from HSI

Y ICE I
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BtZEHER (HS)

{# F {{E & £F Yahoo!! &3

IP 964722621  EFRA 2013-05-0800L:13:42UTC T &l H= EEH

IP 77247181162 EFRA 2013-05-07 23:06:08UTC 1T Foocsendazl B HiEE
IP 9224313184 EFRA 2013-0507 22:05:4UTC ek &2 = kEd
IF 55.24.150.47 EFRA 2013-05-07 21:04:18UTC T Lund FHF R
P 24139163168 EFRA 2013-05-07 20:07:52UTC W Caguas HF EFRE

% ICE R

Homeland Security Investigations (HSI)

Logging into Yahoo Account Using Proxy

IP 564722621 Time 201305-0801:1342U0TC City 3anFrancisce Couvntry US
IP 77247181162 Time 201305-0723.06058TTC City Foosendaal Couvntry NL
IP 522431318 Time 2013053-0722:0514T7TC City Pariz Country FR
IP 85241907 Time 20030507214 18UTC City Lund Country SE
IP 24158163168 Time 2013-05-0720:07:532UTC City Caspas Country PR
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BtZERER (HS)
W Rl E At BT R IRIR

YaHoo! ACCOUNT MANAGEMENT TooL

[}

Login Nare: o p—

GUID: L M Q5 A
Pripertics Llscd- Mnil

¥ahoo Mail Mame: A =y ub oo, com

Alternsse Communication Channels: Jim{IlEbotmallcom +_
Fegivtration [P address: 24424358

Aceount Created (regl Wed Oct 18 17:43:03 2009 GMT
Oxher Identities: o B (Yaboo! Maid) '
Full Meme Mr Gaiia Par

Addressi:

Address?: 5

City: G

Homeland Security Investigations (HSI)

Identify Additional Email Accounts

YaH00! AcCOUNT MaNAGEMENT TooL

!

Login Name: £ p—

GUID: 5
Feupertics Used:- Mail

¥ihoo Mail Mame: A yaboo. com

Alternse Communication Channels: - im|JEbotmalloom +_
Regiaration [P sdiess: 24424058

Agcount Created (regh Wid Ot 18 17:43:03 2009 GMT
Other Jdentities: e (Vaboo! Mail) '
Full Mame Mr Caiis Par

Addresal:

Auddresk: 5

City: J

State, termilory or provizce: g

] Countmr | )
& IC E o et et Semaitre
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Y ICE I
Homeland Security Investigations (HSI)

Search Warrants

* Federal search warrants were obtamned for § email accounts and 3

Faceboolk accounts
Not much content available

Most accounts were no longer being used
Identified additional victim i the Netherlands

* Evenmally lead investigators to suspect’s “real” email address

% ICE S
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B E & &Liberty Cablevision
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% ICE I
Homeland Security Investigations (HSI)

Identification of Suspect

Search warrant of Yahoo email identified IP address from Jamuary 2013

g

Query IP addresi in Domain Dossier

Liberty Cablevision is the owner

4

Summons to Liberty Cablevision for subscriber information

Recerved subscriber information with telephone number

4

Summons to AT&T for subscriber information on telephone number

YICE S
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Hi+Z2WESS @HSD
W R EIRS S T

JimmyffT 8 H Skypedis X068
[ — 5 ———
O

rereyar, Linied Halwe

L]

Sakiriay, Decorter 15, 52T

@ICE ———
Homeland Security Investigations (HSI)

Review of Accounts Identified Similarities

Jimmy’'s Facebook Picture Skype Profile Picture

Law Enfcrcomond Sceaiiec
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Homeland Security Investigations (HSI)

Remember to Look for These

Look for Anemalies
Email accountthatwas created in 2009
An [P address that belongs to a service provider verses a proxy
Look for Trends
Spanish Speaking
Puerto Rico
One time use accounts (Facebook, Email)

Use of pictures

Y ICE S
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Homeland Security Investigations (HSI)

Who is Jimmy?

WEA — @ oridatios e
= = !iu ;
- Male -4 A R . "
* 25 years old — - t "':
.. : -
* Cheerleading Coach Mo W CARIBBEAN
= . e
= Suminer Camp Counselor e Mﬂﬂ?;’. . .
Corbbeon Sea = sy
* Resident of Puerto Rico, US.A. |Tnn - e ke
« Spanishand English Speaker ""';_ 'W“f mm«-_,m
* Lives with Mother S e e | goATTH AMERSEA 5. (loean

* Previous target of HSI investigation for child exploitation

YICE —
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Homeland Security Investigations (HSI)

Identification of Victims

76 female wvictims
Between the ages of 9 and 14
Located throughout the world

Coordmate vichim identification and
mterviews with HSI Attache Offices

Y ICE S
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#CafF Jimmy

W13E6H Bt EEF

BT RN
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Homeland Security Investigations (HSI)

Prosecution of Jimmy

June 2013: Arrest and search warrant of residence

1.

Charged bv Federal Govemment
Count One: Production of Child Pornography

Penalties: Minimum sentence 13 years —Maumum sentence 30 vears
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Protecting the Borders Against HNlicit Trade, Travel, and Finance
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Class Session 4

DS/RSO Role in Trafficking Investigations

DS/RSO
John Oliveria
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The Bureau of Diplomatic Security

Overview
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i®f Our Mission

To provide a safe and secure environment for
the conduct
of U.S. foreign policy
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FBERIRHCE

1986F /ML TR &=

EEEA 22 USC 270955545 S 151

1999 F{FRErEEiE~

1984 FFT R MESRE » 2000 FEFREEHEEE
1982F 7122 (ERnE=

2003F5Re27%

2004 F BZ T s

Primary Authorities

Omnibus Diplomatic Security Act of 1986
Special Agent authority under 22 USC 2709
Secure Embassy Construction Act of 1999

Act to Combat International Terrorism of 1984, updated by
the Patriot Act of 2001

Foreign Missions Act of 1982
Protect Act of 2003
National Intelligence Reform Act of 2004
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* AP EREEDC

* 355,000 EEUFA & - B
NERZEAEANE
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~162F]
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Headquartered in Washington,
D.C.

* 35,000 U.S. Government, foreign
national, and contractor
personnel worldwide
—in 30 DS Field and Resident Offices |

in the U.5. ‘
—in 280 foreign missions
—in 162 countries
* 54 3 billion budget estimated for

FY 2012
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:f Visa & Passport Analysis Unit

« Created by mandate under Section 7219 of the
Intelligence Reform Act of 2004

» Established to provide analysis which supportsthe
preparation and actioning of the Visa and Passport
Strategic Plan to target and disrupt the activities of
any person or organization seeking to fraudulently
create or procure of United States visa or passport or
to help any person or organization unlawfully enter

the United States
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Diplomatic Security Investigations
Human Trafficking / Smuggling

Diplomatic Security is involved in investigating human
trafficking /smuggling cases in the following categories

— domestic employees (A3, B1, G5 visas)
— specialty and temporary workers (H1 and HZ visas)

— exchange visitors(11) visas

Many trafficking cases seen by DS involve A3 visas (domestic
workers employed by foreign diplomatic personnel)

Most cases involve victims being required to work longer hours
or for less pay than their contract stipulates
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Allegations of
Human Trafficking / Smuggling

+ Allegations usually come to the attention of
Diplomatic Security from:

— Non-Governmental Organizations reporting allegations on
behalf of victims

— Third parties reporting allegations of trafficking /
smuggling

— Assistant Regional Security Officer — Investigators report
leads to headquarters
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Investigative Techniques

* Diplomatic Security personnel investigate these

allegations by utilizing the following methods:
Interviews of witnesses, victims, and subjects
surveillance of personnel, residences, businesses
Search data found in commercial and law enforcement databases
Search Dept of State Consular Consolidated Database (CCD)
* Immigrant and nor-immigrant visa documertation
* Passport documents
* Facialrecognition
* Security Advisory information
Trash pulls of entities involved in trafficking f smuggling

Generating reports of analysis, charts, graphs, and other supporting
documents for presentation to an Assistant United States Attorney
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Indonesian A & G Visa Fraud

A & G Visa Classes reserved for Diplomatic Missions &
International Organizations

Task Force investigation into Indonesian asylum fraud

Cooperating source aware of an Indonesian working as a
driver at the Brunei Embassy, offering A3 visas for $10k.

Concurrently, US Embassy Jakarta denies A3 application for an

alleged Brunei Embassy employee.
— Dwuring consular interview, applicant reports paying 58,200to a
Maryland man. Lead sent to Washington.

Analysts and Investigators connect the two cases.
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Diplomatic Security researched all A3 visa applications sponsored by
embassy drivers

DS Agents interviewed witnessesand co-workers, utilized facial recognition software, the
Automated Biometric | dentification System (IDENT), and

text searches inthe Consolidated Consular Databass
to identify a pplicants assodated with the drivers.

63 applicar=wereidentified, along with filescontaining
photocopiesof Ambassadors’ pasports,visasand
similar work contracts onofficial letterhead from

the Embassiesof Brunei,

Jordan, and Benin.
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While employed asembassy drivers, 2 Indonesians (A2 visa holders)
facilitated the petitions of over 60 Indonesians.

-5tole embassy letterhead and personnel files. Made copies of work
contracts and passports. Forged signatures of diplomats inthree
Embassies. Received over 560,000

-One driver indicted and arrested on charges of
Visa Fraud. Driver sentenced to 27 months in prison and two years of
supervised release.

-%econd conspirator fled to Indonesia
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Preventive Steps

* The William Wilberforce Trafficking Victims
Protection Reauthorization Act of 2008

The Act provides guidance for A-3, G-5 and B-1 issuance
for applicants seeking to work for members of a
particular mission or international organization if it is
determined that any officials of that mission or
international organization have abused or exploited one
or more such visa holders, and such treatment has been
tolerated by the mission or international organization.
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Wilberforce Act

* Wilberforce notification — Consular Affairs

— Recipients in the following visa classes are given
Wilberforce pamphlets by a U.5. Consular Officer PrEnsr

provide information on their rights inthe U.S. [k

Wiy e g s g e

A3 visa—employee of aforeign diplomat inryia -.-;h.h»:i-.wn
P, "o o et

Bl visa —domestic employee

G5 visa —employee of a representative of an
international organization

H1B visa — perform services in a specialty

occupation -

HZA visa —temporary agriculturalworker
" W RCEY, e 1

H2B visa —temporary non-agriculturalworker

11 visa —exchange visitor




[E]rs ?

John Oliveira
HZE A EiH SR EE =
Bk | AMEEEER
oliveiraja@lstate.gov
571-345-7878

QUESTIONS ?

John Oliveira
Zriminal Intelligence Research Specialist
Department of State / Diplomatic Security
oliveiraja@state.gov
B71-345-7T878
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Investigation & Prosecution of Human
Trafficking Cases in Taiwan
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Prevention Law
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Woman charged federally in child sex case - The Washington Post
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Woman charged federally in child sex case
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A British Colambin woanan has been acowed moan umesual federal case of arranging fo meet
with a man she thought was a diverced father of twe in Vieginia so she could have =sex with
his chilidren.

The father was actually an undercover federn] agent. and the woman — Theresn Godilard, 45
— wias tnken into custody Wednesday after she Tew into Dalles Intersationnl Aitport. She
appeared i federal Distiel Courl in Alesondria on Friday nfter o cormplaing swas filed
chorgng her with attemmping o persieade, indoce, entioe aml erseree a runor to enzaEe in
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http:/fwww. washingtonpost.comflocalvwoman-charged-federal ly-in-child-sex-case/201 3/06/,.,

Pinccentors in the Enstern District of
Virginda routinely mdle child porm and sex
cses = amd thos: cases rontinehy stem from
undencover investagmtions = but they:
tepdenlby dhe mot involve women as the
albeged paorpet rabers.

e Investigaton began cary this memtlh,
when an umbercooes fleral ngent tralling a
Wb site fior “taboo sulbjects” fownd an
aclvertisceomnl |m-:|:|-:l'li_-,'a woasn seo king
an “incest family,” aecording 1o the alfidays,
Tz agent fooe Imimigrations sl Cuasioms
Enforeement’s Homeland Sacurity
Investigations direciorate sont the woman —
swhortwrned oot to be Goddand — o reessage,
and the two began eorrespomsding acconding
e Lhe affkan.

The apent tald Goddard e had two chaldeen,
making up o va-year-pld daughters named
Aumy and a g-vear-ohd son mamed Mark,
according 1o the affidavit. He said that he
wns diverrees] ol Vhat his former wikbe: was in
il aceording 1o the affidavl

For weeks, Goddard s=nt the agent graphic
messnges anel pictures of herself, cowry
papiers oy, They eventeaTy agnooad toomeet
im Virginia. and Goddard said she planaed
o guitting her job at a Coanubinn hember
mill, the papers sy,
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Woman charged federally in child sex case - The Washington Post Page 2 of 3
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