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ACCOUNT RECOVERY
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Recovery SMS: +8613282965569 [CN]
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2-Step Verification Phone Numbers:

IP ACTIVITY
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o — S — e — -
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e EERSHSME.
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root@tonchzone ~# nyzql -1 root

- fEconsolelfillroot PRI EmMysql &Y E

[atahaze changed
MarialE [zhuniuma_touch]® show tables;

10.5.12-HariaDB-O+debl!

Server version:
pre_ncenter zettingsz

pre_ncenter =qlcache
pre_ucenter_tags
pre_ucenter_vars

IEQB rows in =et (0.001 =zec)

pre_common_admincp cmenu
pre_common_admincp group
pre_common_admincp member
pre_common_admincp perm
pre_common_admincp session
pre_common_admingroup
pre_common_adminnote
pre_common_advertizement

_Copyright (o) 2000, 2018, Oracle, Marial I
I
I
I
I
I
I
I
pre_common_advertizement _cuzton :
I
I
I
I
I
I
I

Type 'help;' or '"Wh' for help. Type "\c

MarlaDB [(none)]s show databazes;

MariaDE [zhuniuma touchl= |

information_schena |
leechprotect I
nodsec I
myag ] I
performance achena :

I

pre_common_banned
pre_common_block
pre_common_block favorite
pre_common_block item
pre_common_block item data
pre_common_block permission
pre_common_block pic
pre_common_block stvle

l. U'.LJI.\.L'\./LLU\.I-

zhuninma_touch

rews in met (0,000 zec)

HariaDB [(none) ] vge zhuniuma_touch;l

+ .
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Write down your recovery phrase on this sheet.

24 words will be displayed on your device when it is

initialized, Make sure to copy each word below, itis a
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A 4-step process to seizing a suspect
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o(t's \ ]Hm

1. Identification - Once itis discovered that criminal activity may involve bit e, IOy

,%m@ )
Ul () {0 acCess [ (
w@; . i é

enforcement should determine f it s possible to access the wallet by obtaining necewg o"'
contain bitcoin.

2. Collection - Law enforcement must have its own bitcoin wallet to store seized bitcoins,

2. If the bitcoin wallet is encrypted, getting the suspect to volunteer the encryption code s the easiest method of access. If (NS
encryption code, an admission that the suspect knows the encryption code is helpful in obtaining an order compelling the suspect 13
3.Ifimmediate access to the suspect’s wallet is not possible, the device should be switched to airplane mode or placed in a faraday bag to prevemNgpfering
4. Once decrypted, law enforcement can transfer the seized bitcoin to their wallet. Note there are different ways of transferring the bitcoin depending on how it
Was stored by the suspect.
3. Preservation - Law enforcement must ensure that their bitcoin walletis secure. For example, a web-based wallet should only operate on a secure server.
1. Establishing a bitcoin vault (f possible) also provides additional security because transfers out of the wallet are subject to approval by multple parties
4, Investigative Use - Bitcoin is often used on the dark web, which is a part of the Internet that requires special software access. The dark web provides a layer of
nonymity for ilicit transactions using bitcoin. However, itis still possible to trace seized bitcoins back to these dealings. This is done by accessing a blockchain'

ledger that stores information which is similar to a full istory of tenking tfansactions.
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